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Introduction to post-quantum cryptography
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Quantum Computer
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Linear algebra
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Linear algebra with noise
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Diffie-Hellman with linear algebra
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Diffie-Hellman with linear algebra
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Noisy Diffie-Hellman
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Noisy Diffie-Hellman
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Euclidean lattices
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Error-correcting codes
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Rank metric error-correcting codes
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NIST standardization process

NIST

National Institute of
Standards and Technology

2017: Candidate submissions
2017-2019: Round 1
2019-2020: Round 2
2020-2022: Round 3

2022: Announcement of selected
algorithms

2022-...: Round 4
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NIST standardization process

Round 1 Round 2

Round 3 Selected Round 4

Lattices 21 9
Codes (Hamming) 13 5
Codes (Rank) 4 2
Other 7 1

5

3
0
1

[ e

_ O w

Table: Encryption schemes in the NIST standardization process
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A problem of size
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Reducing the size with cyclic structure
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Circulant matrices
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Circulant matrices with noise
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Quasi-cyclic matrices with noise
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Comparison of sizes
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Is it really secure?
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Is it really secure?
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Is it really secure?
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The multi-dimensional approach
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The multi-dimensional approach

B T
-

31/ 37



The multi-dimensional approach
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The multi-dimensional approach
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Application to efficient encryption

The multiple dimensional approach was explored in various metric and settings:
@ Interleaved McEliece [HLPWZ19]
e LowMS [ADGT22]
e LRPC-MS [AMAD"22]
e Multi-UR [BBBG22]
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Comparison of sizes
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Open problems that interest me

@ Applying multi-dimensional approach to build hash-and-sign signatures

@ Applications to homomorphic encryption
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Thank you for your attention!

37/ 37



References |

[§ Nicolas Aragon, Victor Dyseryn, Philippe Gaborit, Pierre Loidreau, Julian Renner, and
Antonia Wachter-Zeh.
Lowms: a new rank metric code-based kem without ideal structure.
Cryptology ePrint Archive, 2022.

[ Carlos Aguilar-Melchor, Nicolas Aragon, Victor Dyseryn, Philippe Gaborit, and Gilles
Zémor.
LRPC codes with multiple syndromes: near ideal-size KEMs without ideals.
In International Conference on Post-Quantum Cryptography, PQCrypto, pages 45—68.
Springer, 2022.

[§ Loic Bidoux, Pierre Briaud, Maxime Bros, and Philippe Gaborit.
RQC revisited and more cryptanalysis for Rank-based Cryptography.
arXiv preprint arXiv:2207.01410, 2022.

37/ 37



References Il

[§ Lukas Holzbaur, Hedongliang Liu, Sven Puchinger, and Antonia Wachter-Zeh.
On Decoding and Applications of Interleaved Goppa Codes.
In IEEE Int. Symp. Inf. Theory (ISIT), July 2019.

37/ 37



	Appendix

