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In this talk

@ What is this (PKP)?
@ Why is it so hard?
@ What can we do with it?

@ Why studying variants of PKP?
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Permuted Kernel Problem

Definition (IPKP )
Let m < n be positive integers, Given
o HeFy*m

n.
° xEIFq,

o ycF,
the Inhomogeneous IPKPg,m,n asks to
find a permutation m € S, such that

Hr[x]=y.
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Permuted Kernel Problem
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Permuted Kernel Problem
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Permuted Kernel Problem

7 =(1,2)0(2,3)
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Comparison with Syndrome Decoding

Definition (Syndrome Decoding SD(n, k, w))

Given:

e He Fg”_k)xn a parity check matrix;

@ s€E Fg_k a syndrome,
the asks to find an error e of
Hamming weight wy(e) = w, such that

s = He.

Permuted Kernel Syndrome Decoding

|Sn| = n! Fgl =q"
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Number of solutions

Proposition

The average for a random |PKPg ,  instance is
n!
am

Since all existing attacks on IPKP and variants are combinatorial,
they benefit from a speedup equal to max(1, ;—,:,)

[Coding theory equivalent: Gilbert-Varshamov bound }
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Systematic form

Hr[x] =y
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Systematic form
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Georgiades algorithm

For 7[x] = (x1, x2),

X1

X2

)
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Georgiades algorithm

For 7[x] = (x1, x2),

x1=y—Hx,

=- enumerate x; as every subpermutation of x of size n — m.
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Georgiades algorithm

Proposition (Complexity)

[Coding theory equivalent: Prange algorithm ]
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Time-memory trade-off

X1

X2

Hix1 =y — H>x;
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Time-memory trade-off

Ly = {(x1, Hix1)| x1 € FZ/2 sub-permutation of x}

Ly = {(x2,y — Hax2) | x2 € FZ/2 sub-permutation of x}

Ly Ly = {(x1,%2)|3z,(x1,2) € L1 and (x2,2) € Lo}
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Time-memory trade-off

Proposition (Complexity)

T = O(|L1] + |L2| + |L1 > L2])
M =0 (|L1| + |L2])
with
n!
Ll =[] = ——
’ 1’ ’ 2’ (n 2)|
L L
|L1><L2|:7‘ 1 fn‘ 2|

[Coding theory equivalent: Birthday decoding }
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Comparison

log2(complexity)
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KMP algorithm

approach between Georgiades and TMTO

Im—u H _ (N
0 H, H3 A\

x1 =y — H'(x2,x3)
H>xz + H3x3 =y,
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KMP algorithm

Proposition (Complexity)

T = O(|L1| + |L2| + |L1 > Lp])

with
al =10l = (e yj2) (2= m o+ 0)/2)
1] > |2

’Ll X Lz‘ =

qY
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Comparison
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*KMP /SBC cost estimation courtesy of https://github.com/Crypto-TII/CryptographicEstimators 20/37


https://github.com/Crypto-TII/CryptographicEstimators

Other attacks on IPKP

o [BCCGY3]
o [PCY4]
@ Joux-Jaulmes attack [JJO1]
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Applications of PKP

Encryption X

>

Hash-and-sign

Proof of Knowledge v
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PKP-based proof of knowledge

Algorithm 2 The original 5-pass PKP identification protocol
P(sk, pk) V(pk)

&S,
r & F
Co < Com(o, Ar)
C; + Com(mo,r,)

Co,C1
& Fp
c
—
Z < Yo + CVro
_z
b <& {0,1}
b
>
if b= 0 then
rsp o
else
1sp  mo
end if
sp
if b= 0 then
accept if Co = Com(o, Az,-1)
else
accept if C; = Com (70,2 — cVro)
end if
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PKP-based proof of knowledge

Prover(r, H.x.y) Vorifer{FLxy)
ot oy

for € (3,1} do
08 011, 0,22 01
Wistdo

t

220,30, <oy = Comric, )
"

videry

71 82 (0,1, comys = Com(ru, w111 63)
end
end

o omalvl
-

comi = Hash (Hv | (comi 1)

P
com, = Hash (501, )
. act N
iif1do

2= m| @ciana

olse

= Bicne

end

50 = (1, 20, com.0) =
Compte (61,7 V)i e from 53

fori € [1,N] \a do

A

com = comy 0. 0= Hay — -y

b1 ¢ (coms = Hash g (com.ici0))
by ¢ (coms = Hash(5)
roturn b Abs
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MPC-in-the-Head and PKP

Name Type o size

Shamir [Sha90] 5-round ~28 kB
PKP-DSS 5-round ~21 kB
SUSHYFISH [Beu20] 5-round with helper 12-18 kB
[Fen22] 7-round 13-16 kB
[BG22] 5-round using structure 9-10 kB

Table: Comparison of recent digital signature schemes based on PKP
assumptions for 128-bit security
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Parameters in

PKP parameters (q,n,m) — attacks on IPKP

MPC parameters (N, 7) — KZ attack on 5-round
protocols [KZ20]

the challenge space leads to a inT.

[BG22]  our work

Challenge space Fq F

t =3 — 27% size decrease
t =5 — 33% size decrease
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MPC-in-the-Head and PKP (with PERK)

Name Type o size

Shamir [Sha90] 5-round ~28 kB
PKP-DSS 5-round ~21 kB
SUSHYFISH [Beu20] 5-round with helper 12-18 kB
[Fen22] 7-round 13-16 kB
[BG22] 5-round using structure 9-10 kB
PERK 5-round using structure 6-8 kB

Table: Comparison of recent digital signature schemes based on PKP
assumptions for 128-bit security
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Comparaison with NIST onramp code-based signatures
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A variant of the Permuted Kernel Problem

Definition (r-IPKP)

Let m < n and t be positive integers, Given

o HeF7*",

o (x1,...,x¢t) € (Fg)t;

° (y1,---,¥¢) € (FG),
the r-IPKP g m.n,¢
asks to find a permutation © € S, such that

Hr| Z Kixi] = Z KiYi

i€[1,t] i€[1,t]

for some (k1,..., k) € (Fq)*\{(0,...,0)}.

‘ Coding theory equivalent: (Rank) Support Learning J
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Number of solutions

Proposition
The average for a random r-IPKPg m n ¢
instance is

nl qt—1

qm q-—1
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Idea of our attack

@ Take the smallest weight vector x in (x1,...,X¢),
X = Z RiXj
i€[1,t]
of weight w.
@ Define

y=>_ kiy

i€[1,t]
and solve IPKP instance Hr[x] = y.

o Adapt KMP algorithm to take advantage of the n — w zeros in
X.
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KMP adaptation with zeros

X1 < n— w — z zeros
X2 + z/2 zeros
X3 < z/2 zeros

x1 =y, — H'(x2,x3)
H>x; + H3ixz =y,
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Our attack

Proposition (Complexity)

T = O (Tisp + (|L1] + | L2| + |Ly > Lo|) P)
with

k=(n—m+u)/2,z<n—w

Ls] = |Lo] = (52) (k”_‘zj2>(k L)

|L1] x | Lo
’Ll > L2| = T
RS
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Comparison with KMP
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Comparison with KMP for higher t
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Conclusion

PERK was submitted to the NIST on-ramp call for digital signatures
with the following augmented team:
Najwa Aaraj, Technology Innovation Institute, UAE
Slim Bettaieb, Technology Innovation Institute, UAE
Loic Bidoux, Technology Innovation Institute, UAE
Alessandro Budroni, Technology Innovation Institute, UAE
Victor Dyseryn, XLIM, University of Limoges, France
Andre Esser, Technology Innovation Institute, UAE
Philippe Gaborit, XLIM, University of Limoges, France
Mukul Kulkarni, Technology Innovation Institute, UAE
Victor Mateu, Technology Innovation Institute, UAE
Marco Palumbi, Technology Innovation Institute, UAE
Lucas Perin, Technology Innovation Institute, UAE
Jean-Pierre Tillich, INRIA, Paris, France
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Perspectives

@ Combinatorial attacks

o Refine our attack

e Exploit the multiple instances directly in KMP?
@ Algebraic attacks

Modelling of permutations in a PhD thesis [Sael7]

Polynomial attack when mt is sufficiently high (ongoing work)
No efficient attack derived so far in the typical regime

Work in progress
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Thank you for your attention !

https://pqc-perk.org

37/37


https://pqc-perk.org
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